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Privacy Policy (Personal Information Protection Policy)

The Therapeutic Drug Monitoring (TDM) Software Development Working Group of the Japanese Society of
Chemotherapy (hereinafter referred to as “the Working Group”) establishes the following Privacy Policy
(hereinafter referred to as “this Policy”) regarding personal information entered into PAT and PAT pro
(https://www.chemotherapy.or.jp/modules/guideline/index.php?content_id=79).

This Policy explains what information is collected by the Working Group, how such information is used and

shared, and how users can manage their own input information.

1. Information on the Administrators of PAT and PAT pro

Therapeutic Drug Monitoring (TDM) Software Development Working Group
of the Japanese Society of Chemotherapy

Address: Nichinai Kaikan B1, 3-28-8 Hongo, Bunkyo-ku, Tokyo 113-0033, Japan

Representative: Kazutaka Oda, Department of Pharmacy, Kumamoto University Hospital

2. Conditions and Methods of Information Collection

The Working Group collects the following information entered into PAT and PAT pro:

o Age

e Sex

e Body weight

e Serum creatinine concentration

e Height

e Serum albumin concentration

e (Cystatin C concentration

e Presence or absence of prolonged bedridden status

e Presence or absence of semi-prolonged bedridden status
e Adjustment of serum creatinine concentration

e Presence or absence of blood purification therapy

e Admission to ICU/PICU

e Presence or absence of burns

e Presence or absence of changes in serum creatinine concentration
e Drug administration methods

e Blood concentration data



e Country code estimated from the source IP address of access

The collected information does not include identifiers or attribute information capable of identifying an
individual patient, such as the patient’s affiliated institution or geographic region.

In accordance with manuals related to personal information protection, access date and time information,
which are considered historical data, are removed, and the information is processed and managed for the

purpose of handling it as anonymized processed information*.

When users select any option other than “Clinical” in the “Purpose of PAT/PAT pro Use” field, such
information will not be collected.

* Anonymized processed information refers to personal information processed so that a specific individual

cannot be identified and the original information cannot be restored.

3. Purpose of Use of Anonymized Processed Information

The anonymized processed information collected will be analyzed for the purpose of improving dose

optimization using PAT and PAT pro.

Any change in the purpose of use of anonymized processed information shall be made only when a

reasonable relationship is recognized between the purposes before and after the change.

If the purpose of use is changed, the Working Group will notify users by the prescribed method and
publicly announce the revised purpose on the website.

When accumulated data are used for conference presentations or manuscript submissions, the Working
Group will comply with the regulations of the ethics committees and related institutional rules of affiliated

institutions.

4. Measures for the Secure Management of Anonymized Processed Information

The Working Group will endeavor to keep anonymized processed information accurate and up to date.

5. Provision of Anonymized Processed Information to Third Parties

In accordance with the Act on the Protection of Personal Information, the Working Group will not provide
anonymized processed information obtained through PAT or PAT pro to third parties (other than members
of the Working Group) without prior consent (via publication on the website).



Members of the Working Group

Kazutaka Oda (Project Representative), Department of Pharmacy, Kumamoto University Hospital
Toshimi Kimura, Department of Pharmacy, Juntendo University Hospital

Kensuke Shoiji, Division of Infectious Diseases, Department of Medical Subspecialties, National
Center for Child Health and Development

Kazuaki Matsumoto, Faculty of Pharmacy, Keio University

Hideki Kawamura, Infection Control Unit, Kagoshima University Hospital
Akari Shigemi, Department of Pharmacy, Kagoshima University Hospital
Masaru Samura, Faculty of Pharmaceutical Sciences, Teikyo Heisei University

Ryota Tanaka, Department of Pharmacy, Oita University Hospital

6. Handling of Anonymized Processed Information

The Working Group handles only anonymized processed information according to the following principles.

Identification of the individual associated with the original personal information is impossible.

Appropriate processing is performed in accordance with standards prescribed by laws and
regulations.

Necessary security control measures are implemented in accordance with standards prescribed by
laws and regulations.

The categories of personal information included in anonymized processed information are publicly
disclosed.

7. Disclosure and Correction of Retained Anonymized Processed Information

Even if a user or individual requests disclosure of personal information, the information has already been

anonymized at the time of collection, making identification of individuals impossible; therefore, disclosure

or correction cannot be performed.

8. Contact Information for Inquiries and Complaints Regarding Personal

Information Handling

For inquiries, concerns, complaints, or other questions regarding the handling of personal information,

please contact:



Contact Office

Kazutaka Oda
Department of Pharmacy, Kumamoto University Hospital

1-1-1 Honjo, Chuo-ku, Kumamoto 860-8556, Japan

Tel: +81-96-373-5823
E-mail: kazutakaoda@kuh.kumamoto-u.ac.jp

9. SSL (Secure Socket Layer)

PAT and PAT pro support SSL encryption to secure communication between web browsers and web
servers. Information entered by users is automatically encrypted.

10. Cookies

Cookies are data sent from a web server to a web browser. By referring to cookies, a web server can

identify a user’s computer and provide efficient website operation.

PAT and PAT pro do not send cookie files.

11. Establishment and Revision History of This Privacy Policy

e Established: December 1, 2022 (Version 1)
e Revised: December 25, 2024 (Version 2)

e Revised: August 1, 2025 (Version 3)

e Revised: January 1, 2026 (Version 4)

e Revised: May 28, 2026 (Version 5)

12. Disclaimer

PAT and PAT pro are intended to support pharmacokinetic evaluation and dose design based on published
scientific evidence and population pharmacokinetic models. Final clinical decisions remain the
responsibility of healthcare professionals. Regulatory classification, including classification as Software as a

Medical Device (SaMD), may vary depending on the country or region of use.

Although the Working Group strives to ensure the accuracy of information published on its website, the
Working Group assumes no responsibility for any actions taken by users based on such information.



The Working Group shall not be liable for any damages incurred by users through the use of the website or

for any damages caused by users to third parties.

13. Copyright and Portrait Rights

All text, images, and other content on the Working Group website are protected by copyright, portrait
rights, and related laws. Unauthorized use or reproduction is prohibited.

14. Links

Please contact the administrative office of the Japanese Society of Chemotherapy in advance before
creating links to the Working Group website.

Disclosure of Risk Assessment Related to Individual
Identification and Methods for Creating Anonymized Processed

Information

1. Overview of Use Cases

ltem Description
Service Name PAT and PAT pro
Overview Software for adjusting dosages of vancomycin,

teicoplanin, gentamicin, amikacin, tobramycin, and
arbekacin

Individuals Identifiable by Administrators No information enabling administrators to identify
individuals is included

Personal Information

Data Category Number of Records Data Item Type
Attribute Data 500,000 Country code Two-letter alphabetic
code
Age Numeric
Sex Male/Female

Body weight Numeric



Data Category Number of Records Data Item Type
Serum creatinine Numeric
concentration
Serum albumin Numeric
concentration
Cystatin C concentration Numeric
Prolonged bedridden Yes/No
status
Semi-prolonged Yes/No
bedridden status
Adjustment of serum Yes/No
creatinine
concentration
Blood purification Yes/No
therapy
ICU/PICU admission Yes/No
Burns Yes/No
Changes in serum Yes/No

Dose Data 500,000

creatinine

concentration

Case management

number

Purpose of PAT use

Vancomycin
administration
date/time

Vancomycin dosage

Vancomycin infusion

duration

Vancomycin dosing
interval

Vancomycin blood
concentration

Purpose of Use of Anonymized Processed Information

Improvement of software usability

* Excluding date/time information

Character string
including random
numbers and country

code
Character string

Numeric

Numeric

Numeric

Numeric

Numeric



2. Methods of Anonymization

Information Category Target Information

Processing Method

Identifier None applicable No processing

Attribute Country code No processing
Age No processing
Sex No processing
Body weight No processing
Serum creatinine concentration No processing
Serum albumin concentration No processing
Cystatin C concentration No processing
Prolonged bedridden status No processing
Semi-prolonged bedridden status No processing
Adjustment of serum creatinine concentration No processing
Blood purification therapy No processing
ICU/PICU admission No processing
Burns No processing
Changes in serum creatinine concentration No processing

History Case management number Deleted

Purpose of PAT use

Vancomycin administration date/time
Vancomycin dosage

Vancomycin infusion duration
Vancomycin dosing interval

Vancomycin blood concentration

No processing
Deleted

No processing
No processing
No processing

No processing

3. Assessment of Risks Related to Individual Identification

e Identifiers: Not included.

e Attributes: Only general historical information that does not include location or date/time
information is retained; therefore, there is considered to be no risk of identifying individuals, linking
with other information, or approaching individuals using the data.

e History: Access date/time information is deleted because, when evaluated together with other
attribute information, extremely rare cases (e.g., extremely elderly patients or severe obesity) may
increase the risk of linkage with other information. Other historical information is considered not to



pose risks of individual identification, linkage with other information, or approaching individuals

using the data.

4. Consideration of Processing Methods Based on Risks Related to Individual

Identification

e |dentifiers: Not considered because identifiers are not included.
e Attributes: Not considered because risks related to individual identification are considered absent.

e History: Access date/time information is deleted. Other information is not considered because risks
related to individual identification are considered absent.

The anonymization procedures described above are performed by the administrators of PAT and PAT pro.
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